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ABSTRACT

This paper has two main objectives. The primary objective is to conduct a comprehensive review of existing survey
papers on the advantages, disadvantages, taxonomy, and technical vulnerabilities of cryptocurrency custody services.
Additionally, we examined recent regulatory developments, the application of existing frameworks, conditions for performing
custody services, and service providers’ obligations. The secondary objective is to identify DeFi protocols in the regulatory
’grey area’ and analyze their technical aspects and governance mechanisms. By synthesizing these findings, we propose
guidelines for assessing DeFi decentralization and their potential for integration within the regulatory framework, providing
insights for industry experts, regulators, and policymakers to balance industry needs with societal benefits.
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Fig. 1. Visualization of custodial scope.
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Table 1. Crypto-asset custody: underlying
rationales, prerequisites, and regulatory
imperatives

Topic Summary

1) Preservation of the government's
investigative authority for tax
evasion is a key priority.
Affirmation of legal certainty
surrounding asset contractual
relationships is crucial for
regulatory clarity.

3) Mitigation of challenges in
establishing a voluntarily
governed market framework is
essential for fostering a stable
crypto ecosystem.
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A comprehensive business
continuity and disaster recovery
plan is imperative.

Maintenance of insurance against
hacking or unauthorized transfer
of crypto assets is a foundational
requirement.

Procedures for accessing the
staking of cryptocurrency assets
need to be established

4) Access to custody of newly issued
coins with no existing custody
solution is a necessary capability.
The implementation of audits and
traceability of transactions is
fundamental for ensuring
transparency.
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Ensuring compliance with
regulatory requirements and
control procedures is paramount,
involving the prevention of asset
theft and misuse as well as
safeguarding against
unauthorized access or use.

2) Formulating response procedures
for mitigating various risks,
including the incorporation of
mandatory insurance, is a key
responsibility.

Transparent disclosure of custody
policy guidelines to customers is
necessary for clarity, elucidating
customer rights and
responsibilities through written
contractual agreements.
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Stable Coin —8 —
ﬁ Fiat-currency N / Cryptocurrency \ \
Comparison of Maintain
Measures of Value transparency and
with Cryptocurrency traceability.

Instant transactions
across multiple
cryptocurrencies

Storage of value
amidst market
fluctuations

A medium of
exchange for the
purchase and sale of
all cryptocurrencies

Fig. 2. Mechanism of stablecoin bridging fiat
currency and cryptocurrency.

Cross-border

countries

Table 2.

sections

Integrated

reference across sub-

Projects

Categories

Explanation

UST

FEI

FRAX

(UT029qB)S POAZI[BIJUDIA(])

ur009[qess oTWy}I03[y

Algorithmic stablecoins
maintain their value by
incentivizing market
speculation through their
own protocols.

The key advantage lies in
their uncollateralized
mechanism, allowing for
increased capital
utilization.

However, there is a risk of
price deviation from the
anchor if market arbitrage
doesn’t align with the
protocol’s design
expectations.

MIM

DAI

LUSD

(UT0291qB)S POZI[BIIUIA(])

U009[qE)S UOTJRZI[BIDJR[[09-I0A()

Overcollateralized
stablecoins generate $1
worth of stablecoins by
pledging collateral
exceeding the value of $1.

This collateral may consist
of various tokens, including
non-stable assets such as
ETH, protocol tokens, and
LP tokens.

These stablecoins operate
on the same blockchain as
the collateral, and the
primary risk stems from
collateral value
fluctuations.

UsDC

Tether

BUSD

pozierjua))

Centralized stablecoins,
often collateralized by fiat
off-chain, are closely linked
to third-party
administrators, resembling
traditional banking
structures.

Their reliability is
attributed to the backing of
trusted entities and
regulatory oversight,
making them more stable
than decentralized
counterparts.

Typically, these stablecoins
are backed by fiat reserves
held in off-chain accounts,

or they may peg their value
to alternative assets.

Trust in the custodian is
crucial, although
technologies like Chainlink
Proof of Reserve enhance
transparency through
automated verification.
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Table 3. (Evaluation guidelines Topics 1) The importance of incentivising engagement

Evaluation Evaluation
Criteria Parameter

Evaluation Details

Remarks

Existence of
User Incentive

Structures for example airdrops. |protocols.

Providing incentives |Assess whether incentives are provided to [It is also essential to examine
to highly active users |encourage participation of highly active
/ liquidity providers users and liquidity providers within

whether there are
countermeasures in place to
address Yield Farmers.

Operation of

Provision of community channels

Community h cl
ici i fficial
Participation such as of] .
Spaces forums, Discord,

Telegram, Reddit

Assess whether spaces are provided for
users to freely express opinions and
participate in discussions, thereby
promoting community engagement.

The activity level of the channel
is also an important checkpoint.

Providing user
guides, tutorials,
webinars, AMA

Provision of
Educational
Materials and

Promotion protocol.

sessions

Assess whether educational materials The continuity of educational
and promotional activities are provided |materials and AMAs (Ask Me
(Ask Me Anything) to help users easily participate in the |Anything sessions) is also an

important checkpoint.

Table 4. (Evaluation guidelines Topics 2] Governance measures for decentralisation of authority

Evaluation Evaluation
Criteria Parameter

Evaluation Details

Remarks

Distribution and

Governance token Assess whether decision-making

g(s)se(l)'gance voting, transparent |processes using governance tokens are
'fokens proposal process transparent and fair.

ﬁsuelt(l)signature Multisignature for required for making governance
Wallets and ggslesrlg;lg'cedlrgggseels authority, and whether diverse
Various (Quadratic Voting governance models like Quadratic
Governance Liquid Democracy) |voting and Liquid Democracy are
Models adopted to mitigate imbalances in

voting power.

As with all voting systems, there

Assess whether multiple signatures are|is a risk of individuals or groups

obtaining a majority of votes. The

decisions to ensure decentralization of |initial developers may hold or

reserve a significant portion of the
governance tokens when creating
the network. There is also a risk
of token distribution to
multi-account users resulting in

Operation by
Decentralized
Operation of Autonomous
DAOs Organizations
(DAOs), use of
smart contracts

Assess whether DAOs operate
autonomously through smart contracts,
and whether rule changes are made
through democratic voting.

an individual holding a majority.
It is crucial to recognize this and
take appropriate measures.




AR R 533 =FA] (2024, 8) 823

Table 5. (Evaluation guidelines Topics 3) Technical measures for decentralising authority

Evaluation

Criteria Evaluation Parameter

Evaluation Details Remarks

Assignment of
"Roles” to Specific |validators and
EOA Addresses guardians

addresses.

Assess whether roles like validators or
Existence of roles like gualdlans( PAUSE ROLE 'MANAGE FEE’,
SLASHER ROLE’, "REWARDS RATE
ROLE") are assigned to specific EOA

Such_control authority can be
distributed in various ways, including
to a single user, a small group
(multi-signature), or a large group
(governance token voting).

Existence of proxy

Use of Proxy contracts that

Patterns addresses of logic

contracts

C Assess whether proxy patterns are used to
dynamically reference |enhance flexibility and provide improved
functionality without interruptions.

Additionally, if the authority is
granted to a specific EOA (Externally
Owned Account), the process by which
this authority was granted must also
be evaluated.

Table 6. (Evaluation guidelines Topics 4) Transparency and democracy in financial management

Evaluation : . : 3
Chtimia Evaluation Parameter Evaluation Details Remarks
Introduction of
community treasury, . . .
Financial blockchain recorded Assess whether financial management is

Management by fund usage,
Community Voting [community voting for
major financial
decisions

determined by community voting, and
whether fund usage is recorded on the
blockchain to ensure transparency.

Transparency of

; ] on total supply,
I%gﬁ;fgsmn and circulation, and

holdings of tokens

Real-time information |Assess whether real-time information on
token circulation and holdings is provided
to clearly understand inflation or deflation
situations such as dash board.

Throughout this process, it’s crucial to
evaluate if budget allocation is fair
and transparent, as outlined in the
project proposal and whitepaper. The
proposal submission and evaluation

) Regular financial
Disclosure of reports on fund
Financial Reports |usage, revenue,

Assess whether the project’s financial
status is regularly reported and whether
fund usage, revenue, and expenses are
expenses transparently disclosed.

should be transparently disclosed, and
budget decisions made through
community voting to ensure fairness.

Reward and Defined
Incentive reward/incentive
Structures structures

transparency.

Clearly define the reward and incentive
structure for token holders, including the
reasons for any incentives given, and
disclose all reward details to enhance
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Table 7. Applying the Four Evaluation Guidelines to Each DeFi Protocol,
a 1 to b scale, where higher scores (b points) indicate closer to decentralization and lower scores (1
point) indicate further from decentralization:

the results are represented on

cuidayuation. « | Evaluation Criteria Evaluation Parameter FEI | DAI |Tether| WBTC| Lido | 1is | Synth
. Providing incentives to highly
Ei(cls;i?vcg é)tfrlujcs'furres active users / liquidity providers 4 5 3 3 4 5 5
for example airdrops.
1. The importance |p,. - .. |Operation of community channels
of incentivising E;ﬁ}’fﬁfogtfofncé’%?e‘;my such as official forums. Discord, 5 5 3 2 3 5 4
engagement p P Telegram, Reddit
Provision of Providing user guides, tutorials,
Educational Materials |webinars, AMA (Ask Me 5 5 5 3 5 5 5
and Promotion Anything) sessions
Distribution and Use of | Governance token voting, 0 5 1 5 5 5 5
Governance Tokens transparent proposal process
c Multisignature for decisions,
2. Governance Use of Multisignature
measures for Wallets and Various ?gﬁ;g?ﬁ?s’%}ggﬁce E}O%?és 5 5 5 5 5 5 5
decentralisation of | Governance Models Democracy) g L
authority y
Operation by Decentralized
Operation of DAOs Autonomous Organizations 5 5 1 5 5 5 5
(DAOs), use of smart contracts
Assignment of 'Roles’ S ; ; .
3 Technical to Specific EOA Eﬁéstgedlgfdioafnrsoles like validators 1 1 1 1 1 5 5
measures_for Addresses
decentralising Existence of proxy contracts that
authority Use of Proxy Patterns |dynamically reference addresses 5 1 3 3 1 5 1
of logic contracts
Introduction of community
Financial Management [treasury, blockchain recorded 4 5 1 5 5 5 5
by Community Voting |[fund usage, community voting
for major financial decisions
4. Transparency  [Transparency of Real-time information on total
and democracy in |Circulation and supply, circulation, and holdings 2 5 5 5 4 5 5
glgigCIS;ent Holdings of tokens
& Disclosure of Financial |[Regular financial reports on fund 9 5 5 5 4 5 5
Reports usage, revenue, expenses
Reward and Incentive |Defined reward/incentive
Structures structures 2 5 5 5 4 5 5
Total 40 52 38 47 46 60 55
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